Abstract-The devasting effects of ransomware have continued to grow over the past two decades which have seen ransomware shift from just being opportunistic attacks to carefully orchestrated attacks. Individuals and business organizations alike have continued to fall prey to ransomware where victims have been forced to pay cybercriminals even up to $1 million in a single attack whilst others have incurred losses in hundreds of millions of dollars. Clearly, ransomware is an emerging cyber threat to enterprise systems that can no longer be ignored. In this paper, we address the evolution of the ransomware and the associated paradigm shifts in attack structures narrowing down to the technical and economic impacts. We formulate an attack model applicable to cascaded network design structures common in enterprise systems. We model the security state of the ransomware attack process as transitions of a finite state machine where state transitions depict breaches of confidentiality, integrity, and availability. We propose a ransomware categorization framework that classifies the virulence of a given ransomware based on a proposed classification algorithm that is based on data deletion and file encryption attack structures. The categories that increase in severity from CAT1 to CAT5 classify the technical prowess and the overall effectiveness of potential ways of retaining the data without paying the ransom demand. We evaluate our modeling approach with a WannaCry attack use case and suggest mitigation strategies and recommend best practices based on these models.
I. INTRODUCTION
Ransomware has risen in the past two decades as a virulent infamous malware to reckon with which has posed a lot of challenges. In its early years, ransomware attacks were opportunistic which leveraged spam emails as the major infection vector [1] . Furthermore, it targeted individual users and the attacker generally did not have any prior information about the would-be victims. Additionally, the employed attack structures were based on primitive techniques which were easy to mitigate [2] . As such, earlier calls by academics and scientists stressing the potentially devastating effects of ransomware and preventative measures thereof went answered [3] . But today, ransomware is a destructive billion dollar [4] and game-changer industry in the malware landscape that can no longer be ignored. It has grown to target enterprises businesses and extort millions of dollars in a single attack instance [5] . The success of ransomware can be attributed to many factors but generally, it has evolved from primitive attack structures to techniques that employ industry-standard encryption and protocols, effective infection vectors and targeting enterprises among other things. These factors have seen ransomware attacks eschew indiscriminate single victims and turn to target enterprise systems where the turnover for a successful attack is expectedly high [6] . This shift of focus by cybercriminals from targeting single users to targeting organizations and businesses is echoed by the Interest Over Time (IOT) correlating to major ransomware attacks events on businesses. Enterprise security in most business organizations is focused on confidentiality, i.e. protection of intellectual property, user data, client data etc. Confidentiality in most cases is achieved through the implementation of encryption policies that leverage state-of-the-art protocols based on resilient and robust symmetric and asymmetric cryptosystems such as AES and RSA respectively [7] . Conversely, ransomware has utilized the same robust encryption techniques to effectuate a very robust denial of resource (DoR) attacks [8] . Figure 1 illustrates the IOT of major ransomware attacks on businesses and organizations in 2017 and 2018. The first peak in Figure  1 , 14th -20th May 2017, signifies the major turning point of the paradigm shift towards attacking businesses and organizations on a large scale pioneered by the WannaCry crypto ransomware [9] . The second peak corresponds to a variation of the NotPetya ransomware which targeted Ukrainian businesses and government institutions [10] . It is worth noting that although this from targeting enterprise systems and using robust cryptosystems, the latest variants of ransomware exhibit worm-like features to enable them to propagate and attack various target networks in a short space of time without any human intervention, as was evidenced with WannaCry [16] . Furthermore, newer strains do not embedded encryption keys in the malware payload as was with the case of earlier variants [17] . Instead, they communicate with the command and control (C2) servers upon infection to download resilient hybrid encryption keys. Notwithstanding the aforementioned, newer variants prevent recovery by employing effective data deletion attack structures as later elaborated in this paper. As such, there's a need to comprehensively understand the paradigm shifts in the ransomware landscape in order to combat the associated challenges. [15] In this paper, we seek to address the paradigm shifts in ransomware attack structures to enterprises and other factors that have made the effective such the bitcoin cryptocurrency.
We formulate attack models representative of the ransomware attack process from which we devise a ransomware categorization framework by on a classification algorithm. We elaborate on the economic significance of the various categories of the ransomware information systems and recommend mitigation strategies and best practices based on the uncovered attack structures and proposed attack models.
The remainder of the paper is structured as follows: Section II introduces the paradigm shifts in ransomware attack structures and the evolution thereof. Section III discusses the attack and threat models whilst the attack structure classification is presented in Section IV. Section V presents the use case scenario of a ransomware attack whilst the associated illustrative results and the analyses thereof are presented in Section VI. Section VII discusses the mitigation strategies and best practices. Related works are discussed in Section VIII and the conclusion is drawn in Section IX.
II. PARADIGM SHIFT IN ATTACK STRUCTURES
There are many components that characterize the overall attack process of ransomware. Newer ransomware strains have sought to exploit the execution of such components to produce resilient ransomware attacks. We focus on four aspects: 1) encryption 2) recoveryprevention techniques 3) C2 communication 4) target audience.
A. Encryption
At the core of the ransomware business model lies encryption. Earlier versions of ransomware did not include encryption. Basically, they were a form of lockerware which would only lock most parts of the system leaving only essential devices such as the keyboard to enable the victim to pay the ransom [18] . The victim would be intimidated into paying the ransom through various intimidation tactics. However, such ransomware was easy to mitigate. As such, ransomware evolved to include encryption. This implied that all other parts of the system would be left functional, only user files were encrypted and thus inaccessible. At first, ransomware would embed a symmetric encryption key that would subsequently be used to encrypt user data. This fallacy in implementation meant that the key could be extracted via reverse engineering. Newer strains started to use hybrid encryption where a public key embedded in the ransomware payload would be used to encrypt the victim's data. The advantage was that the data could not be decrypted without the corresponding private key, which resided with the attacker. The difficulty in this attack methodology once a victim was provided with the symmetric key after paying the ransom, the same key could be shared and subsequently used to decrypt any other victim data in different attacks. As such, the latest ransomware uses hybrid cryptosystems where the malware generates sub symmetric and symmetric keys of the host such as AES and RSA, then use the AES keys to encrypt the data. The sub RSA key is used to encrypt the AES keys and the embedded key is used to encrypt the sub RSA key.
B. Recovery-prevention Techniques
Despite data being encrypted in any of the abovementioned approaches, some data would still be recovered via system volume shadow copies or via third party software. As such, upon successfully completing the aforementioned encryption, the newer ransomware strains proceed to delete the remnant files and the volume shadow copies. The volume shadow copies are usually deleted via vssadmin.exe while the remnant files are either deleted primitively by erasing directories structures and meta-data information of the files. The other way of deleting the files is by overwriting it with random data which corrupts the file and make it unreadable. If the files are deleted via meta-data information and directories structures, they are easily recoverable via third-party software and utilities. On the other hand, overwriting the target file with random data makes recovery very difficult. Therefore, newer ransomware strains have evolved to include deletion techniques that delete volume shadow copies and prevent data recovery by overwriting the original target files after encryption.
C. C2 Communication
Ransomware has evolved to include C2 communications for various purposes. The C2 infrastructure usually houses the malware and the associated encryption and decryption keys. The C2 is also used to handle ransom payments usually via the bitcoin system. The C2 infrastructure can be owned by the attacker but it is usually a botnet of compromised hosts residing behind some anonymity network [19] . Furthermore, some newer ransomware strains propagated by scripts do not contain the actual payload. Instead, upon infection, the script contacts the C2 server to download the payload and associated keys. In so doing, detection of the ransomware becomes difficult in the early stages when only the script is running. Additionally, some ransomware payloads such as Cryptowall [20] cannot start with first contacting the C2 server for further instructions. As such, the latest ransomware variants have evolved to include C2 communications as an integral component.
D. Target Audience
Cybercriminals using ransomware have shifted from targeting arbitrary Internet users to targeting business organizations which turn out lucrative to cybercriminals. Recent trends have seen a shift towards attacking enterprise systems where attackers leverage exploit kits and exploit weakness and vulnerabilities in Internetfacing remote access services such as RDP. Furthermore, newer ransomware strains, like WannaCry, SamSam, Erebus etc, exhibit worm-like characteristics which enable them to traverse the entire network structure of an information system subsequently infecting any discovered vulnerable host. This leads to attack on online backup systems. Contrast the average demand ransom of $300 in opportunistic attacks to $55,000 in targeted attacks. And depending on the value of the data, cybercriminals have even extorted over $1 million in a single ransomware attack. This has seen the rise of destructive ransomware such as Erebus, SamSam, NotPetya etc, all targeted at enterprises. Furthermore, the new strains have worm-like capabilities which enable them to propagate throughout the entire enterprise network with further human intervention. As such, the attack vectors used in such attacks have not been the classical spam emails but spear-phishing and vulnerability exploitation.
III. ATTACK AND THREAT MODELS
Using the information thus far, we now turn to formulate the threat and attack models. It can be deduced that the first generation of ransomware did not include encryption and neither did it employ any data recoveryprevention techniques.
A. Attack Model
The second generation introduced the use of encryption but the keys were recoverable due to poor implementation strategies. The third generation saw the inclusion of robust encryption techniques and communication with the C2 servers. The diagram in Figure 2 shows the timeline of this evolution. To effectuate an effective ransomware attack in 3 rd generation ransomware, the ransomware carries out two major tasks; (1) encrypt the target files and (2) delete the original files after encryption. Encryption of the target files is denoted by ( , ) = . Some attack structures generate a symmetric key using the victim's operating system CryptoAPI [21] . After this key completes encrypting the target files, it is further encrypted by the embedded public key which is denoted by ( , ) = . The resultant ciphertext is exfiltrated to the C2 server. In the case of single key attack model, the encryption process is denoted as:
Equation (1) is an implementation of an asymmetric cryptosystem whilst Equation (2) a symmetric cryptosystem. It is worth noting that such an attack structure is valid for a single key cryptosystem where the encryption key is in an asymmetric cryptosystem and in a symmetric cryptosystem. In the case of a hybrid key attack model, the encryption attack process is denoted as:
Equation (3) denotes the first stage of the encryption process where is the plaintext message (targeted files) 1 and is the resultant ciphertext. Equation (4) is the second stage of the encryption process where 2 is the symmetric key used in Equation (3) and is the public key while is the resultant ciphertext.
B. Threat Model
The evolution of ransomware from 1 st to 3 rd generation has not only seen the integration of the aforementioned robust and resilient encryption methodologies but also a shift towards attacking enterprise information systems. As such, we formulate a threat model applicable to cascaded network design structures common in enterprise systems. The diagram in Figure 4 shows the resultant threat model. The conventional network design structure in enterprise networks presents multiple entry points as infection vectors for ransomware, unlike independent Internet users where the main infection vector is spam emails. This increases the attack surface which in itself is an attractive feature to ransomware cybercriminals. The threat model in Figure 4 shows the various susceptible entry points into EISs. Most network structures implement the Purdue Model [22] where the enterprise network is separated from the control and physical network via a cascaded design. Few poorly designed network patterns combine any two of the three network segments into one broadcast domain which poses even a higher threat. Regardless of the network design pattern, enterprise networks present three major entry point into the network. The first entry point is the corporate network that is directly connected to the Internet via some firewall or router. Any lapses or vulnerability in the Internetfacing device will act as an entry point of the malware. This is a feature which the SamSam ransomware exploited, unlike the common spam email infection vector. The same is true of any Internet-facing device in the control network or physical sub-system which are two other entry points. Vulnerabilities of such devices are easily found on Internet devices public search engines such as Shodan [23] . In the event that the enterprise outsources ICT solutions, trust relationships with thirdparty or vendors can foster ransomware infection as the vendor will act as a conduit through which the malware will traverse the network. Trusted third-party providers (TTP) or vendors could also be cloud providers or remote technical solutions providers who might have remote access permissions to the three segments of the network structure. Ransomware propagation is also known to take advantage of such RDP connections which even empowers them with a persistent presence [24] . Apart from all these potential infection vectors, there is also the common infection vector that exploits the ignorant user via spam email, phishing and watering hole attacks. All these infection vectors to an enterprise network make them a lucrative target of ransomware attacks.
It is evident that the end goal of a ransomware attack is to make user data inaccessible. Essentially, ransomware breaches the Availability security principle in the CIA (Confidentiality, Integrity, and Availability) triad. However, as seen from the attack model in Figure 3 , the ransomware has to access and modify target file before encrypting them. As such, access to the prohibited user files is an act of breaching confidentiality. Ransomware usually targets certain file extensions such as .docx, .pdf, .jpeg, .mp3 etc. Therefore, the ransomware will seek to first access such types of files which is a breach of confidentiality. Afterward, the ransomware will delete the delete the original file or overwrite it with random data to make recovery impossible. This file modification, together with deleting the system volume shadow copies is, in essence, a breach of integrity. In view of this, the principles of the CIA triad are breached in the following order:
This order of attack events is particularly important in the formulation of effective mitigation strategies. As such, we employ a finite state machine to depict the CIA security breaches that a target system undergoes in a typical 3 rd generation ransomware attack. Using binary encoding, we define four security states (henceforth referred to as states) namely:
Equation (5) characterizes the state of the system at any instance during the ransomware attack. In any given state, any or all or a combination of CIA principles can be breached. Since , , ∈ {0,1} , it follows that these variables have complement values henceforth denoted as ̅, ̅ ̅ respectively. We now seek to deduce state functions representative of these states which are valid in as far as the attack model is concerned. We use canonical Sum of Products (SOP) and K-maps to derive the equations representative of the four states. Thus, the state function representative of the first state is defined as:
Since ( 00 ) is a Boolean function which only holds true when all the three binary variables are equal, we can use the Kronecker discrete delta function to represent this secure state where , , ∈ [ , , … ]:
Intuitively, the last state can also be expressed Kronecker discrete delta function since it only holds true when all the variables are equal, i.e. a full breach of all the CIA principles. As such, the state function is expressed as:
The state of the system when only one tenet on the CIA principles is breached is denoted as:
Owing to the XOR operation, Equation (9) is a system of three equations. According to the attack model in Figure 3 , the ransomware first needs to read the file extensions before deleting or encrypting any files. As such, this is representative of a confidentiality breach. Therefore, Equation (9) further reduces to:
In the same way, the state function representative of an instance when two tenets of the CIA principles have been breached is denoted as: 
Owing to the XOR operation, Equation (11) is a system of three equations. According to the attack model in Figure 3 , the ransomware first needs to read the file extensions then deletes volume shadow copies and then encrypts the files. As such, this is representative of a confidentiality and integrity breach. Therefore, Equation (11) further reduces to:
Using the four state equations depicting the various states of a 3 rd generation ransomware attack, we construct the corresponding finite state machine as shown in Figure  5 . From the state diagram in Figure 5 , the nodes are denoted by states , , and while attack actions are denoted by directed red edges and directed green edges denote actions that thwart these attacks. The blue dotted edges denote infeasible transitions. This valid considering the logical occurrence of the CIA attack events. To deduce which node is the isthmus of the graph and consequently to be prioritized during mitigation, we deduce the corresponding connectivity matrix which denotes the adjacency matrix. We see from the connectivity matrix in Equation (12) that even node has the highest vertex degree, node represents a cardinal node and the source of the isthmus of the graph . Without the isthmus edge which essentially results into a breach of confidentiality, other attack actions : { → } and : { → } which corresponding to breaches of integrity and availability respectively do not materialize. As such, turning this vertex into a failure node should be prioritized as it can be seen that there is no further graph traversal in the absence of node and transition . The blue transition : { → } denotes an infeasible attack action where an integrity breach supersedes a confidentiality. Such a condition forbidden by the attack model as attested by Equation (11) . In the same manner, the blue transition : { → } denotes an infeasible attack action where an availability attack supersedes a confidentiality and integrity breach. Likewise, such an attack action is forbidden as constrained by the attack model. The attack action denoted by the blue edge : { → } represents an attack action which was common in earlier variants of ransomware where there was no actual encryption or deletion of files.
IV. ATTACK STRUCTURE CLASSIFICATION FRAMEWORK
We now present a framework that classifies any given ransomware attack of the 1 st , 2 nd or 3 rd generation. The framework is based on the evolution of the various ransomware attack structure characteristics presented in Figure 2 . Table 1 shows the various characteristics spread across the three generations of ransomware. We use this categorization framework to formulate a classification algorithm that classifies a ransomware given its attack structures. Algorithm 1 depicts our classification algorithm. Our framework expresses the severity of a ransomware in terms of file encryption and file deletion. As such, it shows how challenging and time consuming it will be to mitigate a given ransomware attack using the classical methods of static and dynamic analysis. The virulence depicted in the framework is flexible, i.e. a ransomware can move up or down the category list depending on newly discovered properties.
Since the framework categorizes the ransomware in ascending order, it is clear that ransomware CAT1, which is a typical 1st generation ransomware, is easier to mitigate than CAT5 which is 3rd generation ransomware. As such, CAT5 is the most virulent whilst CAT1 is the least virulent where recovery of data does not require any decryption keys. Since the first sub-category of CAT1 does not implement resilient attack structures as depicted in Figure 2 , the severity is negligent and it's thus categorized as Scareware/Locker-ware. Examples of such malware include AnonPop [25] . CAT2 ransomware employs only the file encryption attack structures. The key can be download from the C2 or it can come embedded in the payload. This is an example of a poorly implemented ransomware as was the case with Bad Rabbit [26] despite using robust cryptosystems. Since there's no deletion of volume shadow copies, data can be recovered via system restore utilities or third-party software. 
CAT3 represents earlier and uncommon types of ransomware that are based on single key attack structures. In this category, the ransomware comes with an embedded symmetric key in the payload. The key can be simply retrieved using reverse engineering. In the event that the key is deleted from the payload, data deletion recovery techniques discussed in the preceding categories can be used to recover the key. However, if the embedded key is a public key from an asymmetric cryptosystem, it is of no value to extract the public key since it cannot decrypt the data. This is representative of CAT4. Another instance of CAT4 is where the key is downloaded from the C2 server. The key can be symmetric or asymmetric as was with the case of CryptoWall. In the case of the latter, it is very difficult to mitigate the attack since there are no residual encryption essentials on the victim. CAT5 represents the current generation of ransomware. The attack structures implement all the deletion techniques and use hybrid cryptosystems. Wannacry is a typical CAT5 3 rd generation ransomware which deletes not only the volume shadow copies but the remnant files as well. Further, it comes with an embedded master RSA public key and uses the operating system's CryptoAPI to generate an RSA subkey pair and AES keys. Each of the unique AES keys is used to encrypt a unique target file. The embedded RSA master public key is used to encrypt the private key from the generated RSA sub-key pair. The public key of the generated RSA sub-key pair is used to encrypt the unique AES keys. As such, to decrypt the data, the victim needs the AES which is encrypted by the private key of the generated RSA sub-key pair. This can only be decrypted by the corresponding generated RSA private sub-key pair, but then, it has been encrypted by the embedded RSA master public key. What the RSA master key has encrypted can only be decrypted by the corresponding RSA master private key which is in the domain of the attacker. The attacker thus demands a ransom to release the decryption key.
Furthermore, new ransomware strains not only attack the targeted host in a given network but also scans the entire network for vulnerable hosts. This worm-like capability was observed in WannaCry which propagated throughout the entire network on port 445 running vulnerable SMBv1 file-sharing services. This means that all online backups likewise would be encrypted. The ransomware also scans for vulnerable hosts in the neighboring networks, both private and public IP scopes.
The diagram in Figure 6 shows an extract of ransomware code with directives to scan neighboring subnets in the enterprise network after successfully infecting the target network. The ransomware uses a PRNG and a corresponding seed to generate IP address scopes to scan both in the local network scope as well as the Internet. This implies that the ransomware would spread to other parts of the cascaded enterprise networks as shown in To illustrate the capabilities of CAT 5 3 rd generation ransomware depicted in Table 1 , which include unsupervised attacks on neighboring networks, we employ a use case of Wannacry ransomware attack. We choose to use WannaCry owing not only to its worldwide attacks and media coverage but also because it was the ransomware in the 3 rd generation that exhibited selfpropagation worm features which enable it to attack large networks.
Since the Access Vector for the CVE-2017-0144 (exploited by WannaCry) is Network, the attack is feasible from within and outside the targeted cloud subnet. Therefore, we partition two attack scenarios generating two different attack paths:
(1) when the attacker resides within the internal subnet (2) when the attacker resides in an external subnet and thus requires to reach the target network across OSI layer 3 boundaries before launching the attack.
We simulate these two attack scenarios (1 and 2) on VMs in a virtualized sandbox environment as illustrated in Figure 7 using hypervisor type II. 
A. Internal Subnet
Upon infection on a local subnet, WannaCry spawns two threads which scan the local and external subnets. The first thread uses the ( ) function to retrieve local subnet details such as subnet mask and network range. Local subnet scan is multithreaded and limited to 10 IP addresses per scan. The thread seeks to establish a connection on port 445 to exploit CVE-2017-0143 if the SMB vulnerability is present on any host in the scanned IP addresses. In our use case, we infect a vulnerable host in the subnet with RDP backdoor vulnerability [27] . Based on the CVE values, we deduce = 0.430 and = 2 using the base score, where is the attack steps and the attack complexity. We later use these values to generate characteristic density functions.
B. External Subnet
In the second attack scenario where the target resides in a different subnet, the second thread generates a list of external IP addresses ranges to be scanned and probes for a connection on port 445. Based on the CVE values, we deduce = 0.348 and = 3 using the base score.
Another attack scenario utilizing a path identical to the above seeks to reach the target by exploiting another SMB vulnerability CVE-2017-0148. Using this particular CVE, the corresponding values of the attack complexity and attack steps are = 0.400 and = 3 respectively. after the mode. As such, we can infer the characteristics of the attack scenarios from the generated density functions and use them for prioritizing which attack paths need attention in the mitigation process. In this case, nodes and edges in the shortest attack paths should be given first priority when designating failure nodes for mitigation purposes.
VI. ILLUSTRATIVE RESULTS AND ANALYSES
We analyzed the attack structures of 20 different ransomware samples. The classification both in terms of virulence and generation categories are shown in Table 2 . The Name column denotes the name of the ransomware. We maintain the initial name associated with the malware when it first appeared as depicted in the Year column. The Gen. column denotes the generation under which the ransomware falls whilst the CAT column denotes the category under which the ransomware categorized by the classification algorithm. The Paid Ransoms column denotes the monetary value associated with the corresponding ransomware attack campaign. Null entries reflect unavailable or unverified data whereas the Platform column denotes the target operating system. It is clear from the table that the Windows operating system is the primary target across all categories and generations. Despite being a billion-dollar industry today, ransomware attacks came to prominence just this decade (at the time of writing). Most of the ransomware for this era fall in the 3 rd generation and mostly fall under CAT4 and CAT5. Even though the encryption methodologies used in current ransomware have been available for some time, their widespread adoption has not been until the appearance of 3 rd generation ransomware. The monetary value attached to this generation is exceptionally high when compared to other generation. It is worth noting that 3 rd generation ransomware is mostly not necessarily new ransomware strains but are rather enhanced variants of earlier generations with new attack structure characteristics. As such, it is important to note the generation to which a ransomware variant belongs because mitigation strategies applicable to an earlier variant of the ransomware will not be effective in countering the new variant. As such, a ransomware variant can go up the generation and category classification with time when attackers include new attack structures to the existent ransomware. It is clear from Table 2 that 3 rd generation and CAT4/CAT5 have been persistent as they are difficult to mitigate owing to the many incorporated attack structures. The evolution of ransomware from 1st generation to 3rd generation has seen an increment in the emergence of resilient ransomware variants mostly falling in CAT5 as depicted in ransomware-attack statistics in Figure 9 [28] . The surge in ransomware attacks represents a 229% increment most of which are CAT4 and CAT5 ransomware in the 3rd generation. Poorly designed ransomware have been neglected over the years as was the case with CAT2 ransomware which appears only in 2017 and not prior or after. This is a common characteristic erroneously or poorly implemented ransomware variants. Modifications of such variants are not uncommon and the result is usually a state-of-the-art ransomware, i.e. 3rd generation and CAT5. Figure 10 shows the overall statistics of the various generations of ransomware and their associated categories. The years 2014 -2016 see a steady appearance of CAT4 ransomware which is followed by a steady appearance of CAT5 ransomware from 2016 -2018. Other ransomwares are resilient and span several years. This is the case with CAT3 ransomware except for the AIDS ransomware of 1989. By volume, it is evident from Figure 10 that CAT4 and CAT5 are the most common which are essentially 3rd generation ransomware, followed by CAT3. CAT3 and CAT4 ransomware can be mitigated effectively via reverse engineering (static analysis) provided the key used is symmetric. CAT5 can be mitigated if the encryption attack structure uses hybrid encryption essentials from the victim. The adverse effects of ransomware attacks, especially 3rd generation CAT4 and CAT5, have been felt across all sectors of the economy. The ransomware business model is a fast-growing billion-dollar industry whose global damage costs are extrapolated to reach $11.5 billion by 2019. Ransomware costs come in two forms; (1) money paid via ransoms, (2) and loss of production and money spent on recovery efforts in the event the victim does not pay, or when they pay but the attacker does not keep his end of the bargain, or when decryption fails due to implementation errors. In the former, costs range from hundreds of dollars to thousands of dollars, except the Nayana attack which is the only reported ransom payment to reach millions of dollars. In the latter, costs range from thousands to millions of dollars in terms of loss of production and recovery efforts. In our scope, we concentrate on losses incurred by business organizations or government institutions and not individuals. Table 3 shows some of the most notable paid ransoms in the past 3 years at the time of writing this paper. It shows that 3rd generation CAT4 and CAT5 ransomware are not uncommon and due to the difficulty in retaining the data, such attacks tend to cost more. One major hindrance to statistics on ransomware attacks is that some incidents go unreported due to various reasons such as legal implications and fear of loss of credibility. As can be seen, most financial losses are in the range of thousands of dollars apart from the Nayana entry which is an outlier.
Apart from losses in paid ransoms, business organizations incur financial losses in form of recovery efforts when they do not have backups and they are unable to meet the ransom demand for one reason or another. In other instances, they would have met the ransom demand but they are unable to decrypt their encrypted data for a reason or two. The recovery processes can last from a couple of days to even years. Table 4 shows the losses incurred in the form of recovery efforts in the aftermath of 3 rd generation CAT5 ransomware attacks. It is worth noting that loss of production begins the moment the attack strikes whether the victim is willing to honor the ransom or not. For an enterprise, this implies that it is very difficult to mitigate a ransomware attack without incurring any form of loss. As can be seen in Table 4 , 3rd generation CAT5 ransomware attacks cost millions of dollars due to loss of production and recovery efforts. It further shows that the value of the demanded ransom is way less than losses incurred in recovery efforts. Additionally, there are usually unaccounted for financial losses even in the aftermath of paying a ransom since it's illogical not to upgrade the security of the system after an attack. The attack fallouts that need mitigation in the recovery process includes restoration and redistribution of thousands of affected computers, email communication blackout, complete rebuilding of affected servers, free service to affected customers and percentage discount in perpetuity (Nayana attack aftermath), free service in perpetuity for clients whose data is unredeemable, establishment and or strengthening security infrastructure such as firewalls, IDS, filters, user awareness training programmes, security consultancy etc. This results in huge financial losses as depicted in Table  4 . Furthermore, it is clear that the affected business organizations are those with massive information system, hence the huge loss. This shifting towards attacking enterprise systems is a characteristic feature of 3rd generations ransomware variants. The discussed financial proceeds of the ransomware attack thus far relate to singular payments made by specific organizations. Another perspective of evaluating the economic impacts of the various ransomware generations and categories is by tracking the actual payments made to a specific bitcoin address. Cybercriminals usually have bitcoin addresses where ransom payments are directed to. The cumulative payments made to these bitcoin addresses over specific periods of time are shown in Table 5 . However, one important thing to note is that Bitcoin addresses associated with criminal activities might receive a number of different payments other than for the sole purpose of ransom payments. One way to capture ransom payments is to consider the age of the bitcoin address and the value of each incoming payment to verify whether such parameters correspond to the period of the ransomware attack campaign and the demanded ransom respectively. As seen from Table 5 , WannaCry a 3rd generation CAT5 ransomware, despite having made world headlines and taking the media by storm, did not accrue substantial cyber-crime revenue when compared to others. This was due to poor implementation and an embedded kill-switch which was used to stop the attack. From all the ransomware campaigns that have been running for the past 6 years as shown in Table 5 , CryptoWall has accrued the highest proceeds. This is despite the fact that the ransomware does not operate successfully in the absence of the Internet as it requires communication with the C2 in order to complete the encryption process. As such, this particular ransomware lies that the border of 2nd and 3rd generation ransomware because it exhibits some but not all of the characteristic of 3rd generation ransomware. The average grace period for paying the ransom is typically 72 hours (3 days). However, this time might not be enough to make a decision and follow through the process of converting fiat money to bitcoins. In light of this, some companies are reported to be keeping Bitcoins in reserve just in case ransomware strikes unexpectedly should they decide to pay. From the categorization framework, we can see that data recovery in a ransomware attack can be implemented against data deletion or cryptographic encryption. In the former, the use of standard tools like volume shadow copies or third-party recovery tools can be used based on the deletion attack structure. In the latter, data recovery can be attained using the decryption key.
Depending on the attack structure, this can be achieved by extraction of encryption key parameters from memory analysis if some facets of the encryption essentials are generated on the host. Most attack structures implementing hybrid cryptosystems involve some form of key generation on the host which can be exploited for building the decryption key. Therefore, rushing to consider paying a ransom after a ransomware attack should not be the first option.
VII. MITIGATION STRATEGIES AND BEST PRACTICES
The common saying that "prevention is better than cure" is more applicable to ransomware. This is evidenced by the huge financial costs associated with recovery efforts as depicted in Table 4 . The reason why it is best to prevent ransomware than seek to mitigate the after effects is that unlike other attacks, getting rid of the ransomware malware does not restore the data once encryption is complete. Therefore, ransomware is better kept away from information systems right at the entry point, i.e. infection vectors. There are two main strategies through which ransomware enters the victim's environment; (1) through third-party pivots like emails, EKs, malvertising, watering-hole, social engineering etc (2) direct attack via vulnerability exploitation.
A. Third-party Pivots
Communication, whether internal or external, is a core functionality of any business organization. As such, most enterprises use emails for such communications. Attackers, therefore, seek to leverage email as a medium to deliver ransomware payload to victims and employ social engineering such as spear-phishing to trick the benign victim into running the ransomware. Figure 11 shows the various mediums through which ransomware enters information systems with emails topping the list with a cumulative total of 59%. As can be seen from the graph, emails are a major No matter the security controls, ransomware might slip through the system and as such, user training and awareness is very vital. Employees ought to be trained on the ways through which ransomware spreads, and not only that but how it also relies on their action to actually effectuate the attack. Ransomware hiding in an attachment or "dirty" link will remain inactive so long no one clicks on it. Therefore, user actions in as far as email infection vectors are concerned are of utmost importance, hence user awareness.
B. Vulnerability Exploitation
The presence of intrusion detection and prevention systems in form of anti-spam has forced attackers to look for other ways of infiltrating corporate networks. This is also echoed in 3rd generation ransomware which is not only spread via emails. As witnessed in the Erebus and SamSam ransomware campaigns, targeted attacks on enterprises do seldom user emails as infection vectors. Rather, attackers look for loopholes into the targeted system via exploitations of system vulnerabilities and weaknesses on remote access services such as RDP. Therefore, the only plausible way of thwarting infections via these vectors is addressing these vulnerabilities. Such vulnerabilities are exhibited in unpatched software and misconfigurations. This calls for a recurring thorough system vulnerability assessment and penetration testing. Security patches should always be applied to avoid ransomware like WannaCry that exploits unpatched systems. The security updates should not only be limited to network peripheral devices but to user workstations as well.
C. Offline Backups
Backups are the only sure way of mitigating ransomware attacks. Inasmuch as there can be intensive user training and awareness, strong security around the network perimeter etc, ransomware might again slip through the security perimeter via zero-days. With offline backups in place, a victimized enterprise can effectuate a full system restoration in a specified time. We stress offline because newer generations of ransomware strains exhibit worm-like characteristics whereby they traverse the network to infect any discovered network device, even backup systems. As such, a network attached backup such as NAS or SAN should be properly segmented from the network depicted in threat model in Figure 4 so as to prevent access of 3rd generation ransomware such as WannaCry which attacked network devices. A quick and resilient backup system is of paramount importance since studies show that each day that passes without access to encrypted enterprise data can typically result in lost business and damages from $5,000 to $20,000 due to downtime. As such, a poorly configured and implemented backup strategy might even be costlier than the ransom demand itself despite having readily available in backup all the data encrypted by the ransomware. Then there's the question of whether to pay or not to pay in the unfortunate event of a successful attack, this is a grey area for different victims depending on the nature of the business.
VIII. RELATED WORKS
Research on the characteristics of ransomware has drawn interests from both the security industry and academia. In [29] , authors present a comprehensive taxonomy of ransomware and the associated research directions. In [30] , authors address ransomware attacks from a data resilience perspective and introduce the concept of attack structures. However, unlike our work, authors in [29, 30] do not address the evolution of ransomware nor the classifications of the attacks based on attack structures and the underlying cryptosystems. In [31] , authors employ the use of support vector machines which is one of the supervised machine learning algorithms to detect ransomware. The detection methodology is based on API calls history. In [32] , authors address ransomware characteristics by exploring the transition from early ransomware attacks to the current ones. They consider the general characteristics of different ransomware families from 2001 to 2017. In [33] , authors present the results of a long-term study of different types of ransomware attacks observed between 2006 and 2014. They look at the various encryption, deletion, and communication techniques employed by the respective ransomware. Our work, however, addresses the categorization of the different ransomware families in the past decade using a classification algorithm based on encryption and deletion attack structures. Furthermore, our work details how paradigm shifts in attack structures are targeting enterprise systems. The related works do not correlate them with economic perspectives like ours.
IX. CONCLUSION
In this paper, we have evaluated the evolution of ransomware from an attack structure point of view. We have presented how ransomware has evolved from primitive attacks that did not really include encryption, to resilient and robust attack structures that leverage industry-standard encryption and deletion methodologies. We have shown how new generations of ransomware attacks seek to incapacitate data recovery via data deletion and cryptographic attack structures. We network design structures common in enterprise systems detailing the various susceptible entry points. We presented an elaborate ransomware infection process and the corresponding attack methodologies using various cryptosystems. We have modeled the security state of ransomware attack process as transitions of a finite state machine where state transitions depict breaches of confidentiality, integrity, and availability. We have proposed a ransomware categorization framework that classifies the virulence of a given ransomware based on a proposed classification algorithm that is based on data deletion and file encryption attack structures. The categories that increase in severity from CAT1 to CAT5 classify the technical prowess and the overall effectiveness of potential ways of retaining the data without paying the ransom demand. As such, the framework provides an avenue for a deeper comprehension of potential inadequacies and flaws in a given ransomware attack campaign. We have shown how recent trends from 1st through to 3rd generation ransomware have depicted a shift towards attacking enterprise systems where attackers leverage exploit kits and exploit weakness and vulnerabilities in Internetfacing remote access services such as RDP. Third generation ransomware exhibit worm-like capabilities which enable them to traverse the entire network structure of an information system subsequently infecting any discovered vulnerable host. This leads to attack on online backup systems. With the rise of ransomware targeting enterprise systems capable of traversing different network segments for maximum impact, backup strategies should be offline since poorly orchestrated backup and recovery mechanisms can cost much more than the actual ransomware attack itself.
